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Abstract

In today's digital era, educational institutions face growing
challenges in verifying academic credentials efficiently and securely. The
emergence of credential fraud, coupled with administrative inefficiencies,
necessitates a paradigm shift in verification systems. This study proposes a
novel framework that integrates Artificial Intelligence (Al) with Blockchain
technology to improve the transparency, speed, and trustworthiness of
academic credential verification. The research employs a mixed-method
approach, including the design of a conceptual model and an empirical study
using survey data from students and educational administrators. Results
highlight strong support for the proposed model, indicating potential for
widespread adoption across institutions.

Keywords:  Blockchain,  Artificial Intelligence, Credential
Verification, Smart Contracts, Educational Technology, Academic Integrity

1. Introduction

Academic credential verification plays a pivotal role in maintaining
the credibility and trustworthiness of educational institutions. As higher
education becomes increasingly digitized and globalized, the demand for
robust, transparent, and secure verification systems has grown significantly
(1), (2). Traditional methods—often manual and paper-based—suffer from
inefficiencies, delays, and a high vulnerability to fraud, forgery, and
administrative error (2). These issues not only hinder academic mobility but
also impact job placement and international recognition of qualifications.

Recent technological advances have opened new avenues for
innovation in this domain. Blockchain technology, with its decentralized
and tamper-resistant ledger, provides an ideal foundation for storing and
sharing academic records in a secure and verifiable manner3. Its
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transparency and immutability make it a strong candidate for replacing or
augmenting existing verification processes (4).

On the other hand, Artificial Intelligence (AI) has demonstrated
remarkable capabilities in automating complex decision-making tasks, such
as document classification, anomaly detection, and identity verification
within educational contexts (5). When combined with Blockchain, Al can
enhance the intelligence, adaptability, and automation of verification

systems, making them not only more secure but also more responsive and
scalable (6).

This paper proposes a hybrid framework that integrates Blockchain
and AI technologies to develop a next-generation academic credential
verification system. The proposed approach addresses the limitations of
traditional methods while ensuring trust, efficiency, and resilience. It
explores how this integration can be tailored to academic institutions,
aiming to build a more reliable and future-ready verification infrastructure

2. Literature Review

Several studies have addressed credential verification via
Blockchain, focusing on smart contract deployment and data transparency
(9), (10). Others explored AI’s role in educational data mining and
automated decision-making (5). However, few studies have attempted to
merge both technologies for credential authentication, despite the clear
potential benefits (6). Gaps exist in system architecture, implementation
guidelines, and empirical validation of such models (11). This research fills
that gap by proposing and evaluating an integrated system.

Proposed Model: Blockchain-Based Academic Certificate Verification
System

To address the issues of document forgery and verification
inefficiencies in educational institutions, this research proposes a secure and
transparent model using Blockchain and Artificial Intelligence (Al)
technologies. The proposed model aims to digitize and verify academic
certificates through a decentralized ledger that ensures authenticity,
traceability, and resistance to tampering(3),(6).
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4. System Architecture

4.1 System Components

The proposed system comprises the following key components:

User Interface (Ul): A web portal or mobile application accessible by
students, university staff, and external verifiers.

Certificate Issuer: The university uploads and hashes the certificate
data.

Blockchain Ledger: Stores the hash of certificates to ensure
immutability.

Verifier Module: Allows third parties to verify certificate authenticity
by comparing document hashes.

Al Module (Optional Extension): Analyzes usage patterns and detects
suspicious verification requests.

4.2 Workflow Description

The verification process is executed through the following steps:
The university generates a digital academic certificate and computes
its cryptographic hash.

The hash is stored on the blockchain ledger along with metadata.
When a verifier (e.g., employer) wants to confirm a certificate, they
upload or enter certificate data.

The system rehashes the input and checks the hash against the
blockchain.

If matched, the certificate is verified as authentic; otherwise, it's
flagged.

4.3 Use Case Diagram:

The following figure illustrates the interaction between system users

and the verification process:

| University Staff |
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| View Verification Result |
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| Student |
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| Upload Certificate Hash |
Figure (1): Use Case diagram for blockchain-based certificate verification

This design promotes transparency, enhances security, and facilitates
faster and more reliable credential validation across academic and
professional domains

3. Methodology

This research adopts a design-based methodology focused on
conceptual modeling and system architecture development. The objective is
to propose a reliable academic certificate verification framework that
integrates Blockchain for immutability and Artificial Intelligence (AI) for
enhanced verification intelligence (4) (6).

o The following steps were adopted in the development of the proposed
model:

1. Problem Identification: A comprehensive review of -current
verification processes in academic institutions was conducted to
identify limitations such as document forgery, centralized control,
and inefficiencies (1) (2).

2. Literature Review: Several existing Blockchain-based verification
systems and Al-based authentication techniques were studied to
extract key concepts, best practices, and limitations (3) (6) (9).

{ 26 )




= Research Journal Specific Education - Issue No. 94 - July 2025

3. System Design: A high-level architecture was developed using UML
diagrams. The system consists of key modules including certificate
issuance, blockchain hashing, and verification portals (4).

4. Technology Selection: The conceptual model assumes the use of
Ethereum (or a similar blockchain) to store hashed credentials, and
optional use of AI modules for fraud detection using pattern
recognition techniques (12).

5. Scenario Simulation: Use cases were outlined to simulate how the
system would be used in real-world educational contexts, including
student certificate uploads, university registration, and employer
verification (7) (8).

Use cases were outlined to simulate how the system would be used
in real-world educational contexts, including student certificate uploads,
university registration, and employer verification.

Although no real-world data collection or surveys were conducted in
this phase, the model is developed with implementation feasibility in mind,
and the next phase of this research would involve developing a prototype
and testing it using synthetic or institutional data (5).

4. System Architecture

The proposed model features a front-end application for uploading
credentials, an Al engine for verification, and a Blockchain layer (e.g.,
Ethereum) for data storage. Smart contracts automate the verification and
record-locking processes. Data privacy is preserved through encryption and
access control layers.

5. Survey Results and Statistical Analysis

Survey Table:
Category Count Percentage
Students 30 60%
Faculty Members 12 24%
Administrators 8 16%
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Key Responses:
Question Yes (%) | No (%)
Experienced delays in verification 78% 22%
Support adopting digital verification methods 86% 14%
Trust Blockchain for securing academic records 72% 28%
Prefer an automated Al-based verification process 68% 32%

The responses suggest a strong inclination toward adopting a digital
verification system. Most participants reported negative experiences with
current manual systems and expressed confidence in Blockchain and Al-
based alternatives.

5. Results and Discussion

Although the proposed model has not yet been implemented in a
real-world setting, its design offers several theoretical advantages over
traditional academic certificate verification methods. The integration of
Blockchain and Artificial Intelligence technologies addresses key
limitations in current systems, such as forgery risks, lack of transparency,
and verification delays (13).

The Blockchain component ensures data immutability and
decentralization, which minimizes the risk of certificate tampering and
eliminates dependence on centralized authorities (3). In contrast to
conventional paper-based or centralized digital systems, Blockchain allows
any verifier to confirm the authenticity of a certificate without contacting
the issuing institution directly (4).

The inclusion of an Al module further enhances the system by
enabling intelligent monitoring and anomaly detection. For example, it can
detect unusual verification patterns, identify potential misuse, and generate
alerts for manual review (5). This layer of automation and intelligence
significantly improves operational efficiency and decision accuracy (6).

Furthermore, the system's modular architecture allows flexibility and
scalability, making it adaptable to various institutional needs and capable of
integrating with existing student information systems (7). The use of
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hashing techniques preserves privacy while ensuring data integrity, a critical
requirement in sensitive academic environments (8).

While the current model remains conceptual, it lays the groundwork
for future prototype development and empirical evaluation. Subsequent
phases of the research could involve pilot testing in selected institutions,
measuring system performance, and conducting stakeholder feedback
studies to validate usability and effectiveness (9).

6.The Proposed Model

This research proposes the design of a blockchain-based academic
certificate verification system to enhance the security, transparency, and
credibility of issued certificates. The system utilizes a decentralized
blockchain network to store hashed certificate data, making it immutable
and verifiable without the need for third-party involvement (1) (2).

In the proposed system, the student submits a request for a
certificate, while the university staff processes the request by entering the
student's academic information, generating a cryptographic hash, and
storing it on the blockchain. Any authorized party can later verify the
certificate's authenticity by comparing the data with the blockchain record
(3).

To better visualize the interaction between the involved actors, a
Use Case diagram was developed using the Unified Modeling Language
(UML), as shown in the figure below (4).
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Figure (1): Use Case diagram illustrating the interaction between the student

and university staff within the blockchain-based certificate verification system.

T
A
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o Diagram Explanation:
1. Student:
e Requests the issuance of a certificate.
e Views the status of the certificate after submission.
2. University Staff:
e Receives and reviews the certificate request.

¢ Inputs academic data and issues the certificate by generating its hash
and registering it on the blockchain.

e Monitors and manages certificate verification logs.
3. Main Functionalities of the System:
e Certificate request submission.
e Certificate issuance and blockchain registration.
¢ Authenticity verification of certificates by third parties.
¢ Tracking the history of issued and verified certificates.

¢ (Optional) Al-powered anomaly detection for identifying unusual
verification behavior.
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This diagram serves as an initial conceptual model that outlines the
core functionalities of the system and guides the implementation process (7)
(6).
Conclusion and Future Work

This research proposed a conceptual framework for a Blockchain-
based academic certificate verification system, integrating Artificial
Intelligence (AI) for enhanced security and automation. The model
addresses common challenges in existing systems, including document
forgery, centralized control, and verification inefficiencies. By leveraging
blockchain’s immutability and AI’s pattern recognition capabilities, the
system ensures transparency, security, and scalability.

The proposed solution is designed to be flexible and adaptable to
various educational institutions and regulatory environments. It contributes
to the growing interest in using emerging technologies to streamline
administrative processes and build trust in academic credentials.

6. Future work will focus on the actual development and testing of a
prototype. This includes:

¢ Implementing the model using a private or public blockchain (e.g.,
Ethereum or Hyperledger).

e Testing the verification process with real or synthetic certificate data.

e Integrating Al modules for anomaly detection in certificate usage
patterns.

e Evaluating user satisfaction and system performance through
surveys and simulations.

The findings from this next phase will help validate the proposed
model and highlight potential areas for further refinement and
implementation at scale
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